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Khuyén nghi giai phdp ki thudt
BAOVE
PHO!‘IG CH?NG _
& GIAM THIEU THIET HAI

do ransomware

Theo ghinhdn, chi trong 1thdng trd lai ddy, tinh hinh tdn céng mang dang gia tdng voi
quy mé va tinh chdt vé cuing phirc tap, nhdm vao céc hé théng cua cdc co quan, doanh
nghiép dién luc, chiing khodn, ngan hang, vién théng, ddu khi, y té... Nguy hiém va phé
bién nhat la hinh thic tdn céng mé héa dit liéu (ransomware). Hon bao gid hét, cac té
chuc tai Viét Nam cdn gdp rat cung ¢é hé théng an toan théng tin mang, ddi pho vai
nhiing rui ro vé an todn théng tin. La d6i tac tin cdy vé an toan thdng tin véi 30 ndm kinh
nghiém déng hanh ciing 3.200+ t& chuc I6n, FPT IS xin gui dén doanh nghiép cac
khuyé&n nghi chung dé dam bdo an toan théng tin, phdng chéng véa gidm thiéu thiét hai
do ransomware gay ra.



0 1 BE XUAT MOT SO GIAI PHAP KY THUAT
CHO VIEC BAO VE, PHONG CHONG
VA GIAM THIEU THIET HAI DO RANSOMWARE

San séng cho tinh hudng xau nhat

* Phan logi muc dé quan trong: Tuy thudc vao déc thu san xudt kinh
doanh cua méi t8 chuc, doanh nghiép, nén phan loqi dit liéu CNTT va hé
théng CNTT theo mic dé quan trong khdc nhau. Vi du cé thé chia thanh
4 logi sau:

- Muc d6 1: Khéng quan trong

- Muec d6 2: Binh thuong

- Muc d6 3: Quan trong

- Muc do 4: Bdc biét quan trong

 Trién khai giai phdp sao luu du phéng phu hop véi cde mic d6 quan

. Sao luu dir ligu trong néu trén.

Dy ptl?ng 5 - Vidu: B8i véi mdy chi déc biét quan trong, thudng xuyén duy tri va

& Khéi phuc dir cdp nhéat mét ban backup "Golden images" bao gém: OS, cdu hinh,

liéu céc phén mém duagc cai dat sdn, dir liéu méi nhdt.

* Ban backup cua dit liéu va hé théng tir mic quan trong tré [én nén dugc
sao luu ra mét hé théng Backup ddc l&p vé mdt vat ly vai hé théng dang
hoat dong.

*  Chudn bi sén sang cdc thiét bj phdn ctng (mdy chu vat Iy) cé kha néing
tuong thich véi cdc ban Backup

* Xay dung kich ban khéi phuc dir liéu tir cdc ban sao luu
Khoi phyc dirliéu + Dién tap khéi phuc dif ligu dé dam bdo hé théng c6 thé dua vao hoat
ddng trd lai mét cach nhanh nhat.

Kich ban xu Iy su c3 + Xé&y dung kich ban xtr Iy sy c6 ATTT do mé& déc gay ra (c6 thé phéi hop
(éyberSecurity Incident vai cée don vij cung cép dich vu SOC, Security Incident Response)
Xdy dung va Response) +  Thuc hién dién tap dinh ky (theo quy)

dientép kich yghoqoh quantrikhing |+ Xay dung kich ban K& hoach quan tri khing hoang ATTT

ban xur ly su co hodng ATTT d g . i '
(CyberSecurity CRISIS *  Thuc hién dién tdp K& hoach quan tri khing hoang ATTT (t3i thiéu 1 ndm

Management Plan) 11@n)
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NGAN CHAN VA HAN CHE
MUC DO ANH HUGNG CUA RANSOMWARE

9— Credential Access
@7 Discovery
° Lateral Movement

Collection

Command and Control

x:/ Exfiltration

o Impact

MITRE ATT&CK Tatics in the enterprise matrix

2.1. Giam thiéu rui ro tir cdc madi de doa ngodi Internet

Initial Access Vector:

Internet-Facing Vulnerabilities and Misconfigurations

Hang muc Két qua cén dat

Kiém soat
truy cap

KHONG MG CAC DICH VU
KHONG CAN THIET RA VUNG
MANG BIEN

(internet, partner, ...)

* Chicho phép ngusi dung
bén ngodi té churc truy cdp
tdi cdc ung dung can thiét,
lién quan t6i hoat dong san
xudt — kinh doanh cua don vi.

» Ngé&n chdn triét dé cdc truy
cdp tu xa, khong an toan vao
trong hé théng, thiét bi nhu:
Cdc giao thuc quan tri hé
théng va thiét bi (Remote
desktop, ssh, telnet,...), giao
thuc chia sé file (smb, tftp,
ftp, ..).

Khéng strdung cdc phdn mém
diéu khién tur xa nhu:
Teamviewer, Remote Utilities,
UltraVNC, AnyDesk, AeroAdmin,
RemotePC, Chrome Remote
Desktop, Logmein, ...

1.

3.

Ra sodt chinh sach cdu hinh trén Router, Firewall va cdc thiét bi
bao mat vung bién (Internet, déi téc): Logi bo 100% céc Rule
(NAT, Firewall rule) cho phép ngudi dung bén ngodi khdi tao
cdc két néi quan tri (Remote desktop, ssh, telnet, iing dung chia
sé file SMB, ..) hodc su dung céc giao thuc khéng an toan vao
trong hé théng (telnet, ftp, tftp,...)

Chi cho phép ngusi dung bén ngoai khai tao két ndi tdi cac ing
dung, dich vu can thiét lién quan téi hoat déng thuong mai, san
xuéit, kinh doanh. Khuyén nghj str dung cdc giao thirc an toan,
c6 md hod

Khai théc triét dé céc hé théng bdo vé viing bién (bao gém
nhung khéng gidi han):

- Héthéng chéng tdn cong DDOS

- Hé théng tudng lira NetGen Firewall

- Hé théng tudng lira iing dung: Web Application Firewall

- Héthdng IPS, IDS, NTA dé phét hién bat thudng mic mang

Cdu hinh hé théng firewall ngén chén triét d&€ cac phdn mém
diéu khi€én may tinh, mdy chu tir xa.

Ra soat 100% may tinh cd nhan, may chu; logi bé hoan toan viéc
cai dat cac phdn mém diéu khién tur xa.
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2.1. Giam thiéu rui ro tir cdc mai de doa ngodi Internet
Initial Access Vector:
Internet-Facing Vulnerabilities and Misconfigurations

Hang muc

Kiém soat
truy cap

Két qua
cdn dat

Nhén dién 16
héng bao mat
trén cdc thiét
bi & hé théng
Ung dung.
Trién khai
phuong dn
khéc phuc
triét dé.

Tdng cudng
bdo mat trén
may tinh & va
mady chu
(Hardening)

Ddam bdo SMB
protocol an
toan khi dua
vao sirdung

1. Bat budc:

» Rasodt 16 hdng bao mat

- VA (Vulnerability Assessment): dinh ky hang thang d6i véi cdec mdy chu, thiét bj
vung ngodi (DMZ, déi tdc), cdc mdy chu va thiét bi quan trong trong hé théng.

- Phai hgp véi cdc bo phan lién quan, trién khai cdc hanh déng khdc phuc 16 héng
bdo mdt sau ra quét

- 100% cdc thiét bi, may chi ving bién (uu tién thiét bj trong ving c6 nguy co cao
nhu: Internet, DMZ, d3i tdc...): sir dung phdn mém cé ban quyén, cép nhat lién tuc
hé diéu hanh, cac ban va bao mat, phdn mém tng dung, phdn mém tir cac hdng
thi ba.

100% hé théng tng dung truéce khi phoi ra ngodi Internet cén duge ra sodt bdo mat 16p
Ung dung (Pentest, ScanCode) dé logi bo cdc diém yéu bao mat

N

. Khuyén nghi:

VA va khéc phuc 16 héng bao mat dinh ky hang Quy dai véi 100% cdc thiét bi CNTT
trong hé théng.

+ B4t cir c6 suthay déi ndo vé code ing dung (cdp nhét version, stia 16i) déu phai c6 bao
cdo danh gia an toan source code (Pentest, ScanCode)

* Cédu hinh/kich hoat tinh ndng Firewall (Host Firewall) trén mdy tinh, mdy chu & céc

thiét bj trong hé théng.

* Cau hinh (Host Firewall) chi cho phép dia chi dai dia chi IP tin cdy (tir dai IP ctia bé
phdn vdn hanh hé théng, dia chi IP tir hé théng PAM/PIM, dia chi IP tir cdc phdn mém
quan trj tép trung...) d€ tranh tdn cdng ngang hang hodc truy cdp khéng mong mudn
tu dia chi IP khdng tin cdy trong hé théng.

Disable/vé hiéu hod cdc cong két néi (service port) khdng cdn thiét trén thiét bj
*  Cai dat & cap nhat phdn mém Antivirus

Cai dét phdn mém EDR
+ Cai dat va tich hop log vé hé théng SIEM
* Hardening (tdng cudng bao mat) cho cdc thiét bj theo:

- Chinh sdch ATTT cua t6 chuc

- Khuyén nghij cua héng

- Best Practices cua cdc té chic bao mat déc I&p: NIST, CIS

V& hiéu hod (Disable) SMBv1 (ca server va client), trudng hop cdan st dung thi cap
nhat 1én SMBv3 d8i véi tdt ca cdc server va mdy tram. St dung phién ban t3i thi€u la
SMBv 3.1.1tré Ién.

Han ché t&i muc t6i da viéc sir dung giao thirc SMB trong hé théng:

- Ngén chdn triét dé két ngi TOI & TU vung bién sir dung giao thic SMB (chén TCP
port 137, 138, 139)

- Chdn hodc gidi han téi muc t8i da viéc sir dung giao thiic SMB trong néi bo t6
chuie, doanh nghiép. Trén hé théng Firewall chi mé két néi téi cac dich vu can thiét
nhu Share File server, Domain controler. Cdc mady chu con lgi khéng cé chic ndng
chia sé file thi v6 hiéu héa tinh ndng SMB Server Service.

- Dé&ivéi may tinh ngudi dung, vé hiéu hod tinh ndng SMB Server Services dé chia sé
ngang hang.

+  Cdu hinh y&u cdu bt bude str dung Kerberos-based IP Security (Ipsec) cho SMB dé
Chdn hanh vi cadc mdy khéng tham gia AD brute-force SMB

+  Cdu hinh SMB signing d€ chdn mot sb tdn céng MITM va PTH
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2.2. Giam thiéu rui ro 16 lot thong tin déng nhdp hé théng
Initial Access Vector:
Compromised Credentials

Hang muc

Trién khai Xac
thuc da nhéan
to (MFA)

Trién khai hé
théng quan ly
tai khoan déc
quyén va dinh
danh ngugi
dung nhu
PAM/IAM

Chinh séach
quan ly tai
khodn

Cdu hinh xdc thuc da nhéan t6
(MFA) d3i v&i cdc iing dung
trong t6 chtic. Ddc biét, uutién |«  Pam bao céc User Azure déu sir dung MFA -> Kiém tra d& cdu

trién khai MFA véi cac dich vu hinh Azure AD Condition Access ddi véi cdc dich vu trén Azure
quan trong, ¢é nguy co cao b nhu Exchange 0365

tén cong, nhu: ; .

- Dich vu VPN * Dam bdo cdc User PAM déu sir dung MFA

- Dich vy Email  Dam bdo cde User VPN déu sir dung MFA

- Hé théng qudn ly tai khoan

déc quyén IAM/PAM (néu co) *  DPdam bdo céc User mail On-premise sirdung MFA
- Cdc hé théng ddc biét quan

trong

Uu tién trién khai hé théng
IAM/PAM d& quén ly tai khoan
ddc quyén, phén quyén va
gidm sdat ngudi dung trong qua
trinh vén hanh

* 100% hé théng, dich vu can tich hop véi hé théng PAM, IAM cho
qua trinh quan tri, vén héanh va khai théc dich vu.

» Tich hop hé théng PAM véi hé théng xdc thuc da nhdn té& MFA.

*  Dam bdo 100% cdc phién quan tri t&i cdc thiét bi & ing dung (vi
du nhu remote desktop, SSH...) phai di qua PAM. Trién khai cdu
hinh trén hé théng Firewall va Firewall mdrec host: Chi cho phép
PAM truy cép vao thiét bi, hé théng ing dung. Khéng cho phép

B3Gi véi don vi str dung hé théng | A :
ngudi dung truy cdp truc ti€ép dé quan tri va vén hanh.

quan ly tai khoan déc quyén
(PAM) «  Cdu hinh PAM ghi lgi toan bé qud trinh truy cép thiét bi.

* Dinh nghia céc truy cdp bat thuéng (vi du truy cép thiét bi ngoai
gi& lam viéc). Béi véi cdc truy cdp bat thuéng, tao ludng phé
duyét cua cdp cao hon thi can bd van hanh méi truy cép dugce
vao thiét bi.

Thay déi mat khdu mdc dinh

* Ra sodt va thay déi méat khdu mdc dinh cho 100% céc thiét bi va
(default username/password)

ung dung trong hé théng.

* Rasodt tai khoan déc quyén: root/administrator.

*  Thu hdi 100% tai khodan ddc quyén. Can bé nhén tai khodn ddc

Kiding st dlme 3 (et cite quyén tién hanh doi mét khau cho cdc tai khodn néu trén.

quyén nhu root, administrator | *  Tao User Group (Nhém ngudi dung) c6 quyén khac nhau phu hop
vao qud trinh vén hanh, quan V@i vi tri lam viéc
tri ho ay.
rihang ngdy * Tao User:
- M0i cd nhan cé mét tai khodn riéng. Tuyét d6i khdng sir dung
chung tai khoan

- Tai khoan User dugc gdn vao User Group tuang g
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2.2. Giam thiéu rui ro 16 lot thong tin déng nhdp hé théng

Initial Access Vector:
Compromised Credentials

Hang muc K&t qua cdn dat

Chinh sach
quan ly tai Chinh sach vé mét khéu
khodn

Cdu hinh Remote Access
an toan

Truy cap

an toan
Truy c@p qudn tri an todn tdi
cdc hé théng va thiét bj

Tranh trudng hop tai khoan bi
tdn céng Lateral movement
PTH

Mat khdu dai t6i thi€u 15 ky tu bao gém: Chit thudng, chit hoa, s6
va ky tu ddc biét

T&i thiéu 03 thang phai thay d6i mat khdu mét Ian

Thiét lap ché d6 cho phép tu déng khod tai khodn sau khi déing
nhdp nhiéu lan lién ti€p trong mot khodng thai gian nhat dinh. Va

chi c6 Admin méi c6 quyén kich hoat lai tai khoan bi khod. Vi du
dang nhdp sai 10 lan lién ti€p trong 10 phdt.

Khéng luu gitr mat khdu duéi dang clear-text

Trudng mét khau trong CSDL phai duge mé hod

Tuyét déi khong luu tai khodn va mét khdu déng nhép trén cac
nén tang va Ung dung tryc tuyén dé trédnh nguy co 16 lot dir liéu

V6 hiéu héa tinh néng ghi nhé mét khdu trén céc trinh duyét web

Thay d&i port méc dinh cua cdc dich vu nhay cdm nhu SSH,
RDP...

Cdu hinh @n bét cdc banner hodc cdc message c6 chira théng tin
vé dich vy (t&n OS, tén phdn mém, phién ban phdn mém) dé gidm
hiéu quad qua trinh ra quét ctia hacker

Uu tién sir dung phuong phép xéc thuc bdng y
private key/dongle/certificate déi vai cac hé théng ¢é ho tro

Access Control List (ACL): Xay dung mdt danh séch séch céc dia

chi IP tin cdy (vi du nhu ddi IP néi bé ctua bé phan vén hanh) va

giao thic qudn tri (mic OS, ing dung) dugc phép truy cép vao

cdc thiét bj, hé théng ing dung.

Trién khai cdu hinh nay trén cdc thiét bi:

- Firewall

- Cé&u hinh muc host (trén ban thén thiét bi) d€ chéng téin cdng
ngang hang

Pua cac user admin d&c quyén vao group Protected User (tinh
ndng: chdn NTML...)
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2.3. Giam thiéu rui ro tan céng Phishing
Initial Access Vector: Phishing

Trién khai cdc chuong trinh dao

Nang cao . R .

nh&r?tht'rc tao, nding cao nhan thic ATTT | © Do tgonhan thie ATTT

ATTT cho cho 100% cdn b nhan vién *  Trién khai cdc chuong trinh danh gid nhan thirc ATTT nhu: Email

o trong t6 chuc ké cd d6i ngli van Phishing
ngugi dung hanh CNTT
* Kich hoat tinh nédng ngén chdn email déc hai trén hé thong
email-gateway dé logi bo trude khi gui téi ngudi dung trong to
chuec:
- Chdn loc theo tiéu dé email
- Chdan loc theo néi dung trong email
- Chdn loc dya trén dia chi IP cia mail-gateway (IP déc hai)
- Chdn domain gid mago (ké tdn cdng thudng sur dung dé tién
B y hanh cac chién dich email phishing)
Gui & nhan Ngdn chdn va logi bé email

*  Ddam bdo Email GW dugc cdu hinh: SPF, DKIM (must), DMARC
(optional) day du

+ Khéng surdung cdc port legacy nhu IMAP SMTP OWA. Chuyén
sang s dung OAuth2 (Modern Auth Exchange On Prem) (khéng
madt tién, nhung khéng c6 MFA builtin) / Hybrid Modern Auth
{mat tién, nhung c6 MFA builtin)

email an toan | khéng an toan

» Cdu hinh email-gateway chdn brute-force password

+ Dai vdi file dinh kém trong email: Xem xét khong cho g file nén
d&t mat khdu dé cé thé tén dung tinh ndng EOP cuia Micrsoft khi
ra quét file dinh kém

2.4. Giam thiéu rui ro nhiém ma doéc
Initial Access Vector: Precursor Malware Infection

* Rasodt va tién hanh cai dgt phdn mém Antivirus trén 100% mdy
chu, may tram
Phong chéng mé& déc « Bat tinh n&ng tu déng cdp nhat dé dam bao phdn mém Antivirus
luén dugc cdp nhat phién ban méi nhat
. . + Tich hop hé théng Antivirus véi hé thong SIEM dé gidm sat 24/7
Phong ngua il - J g
lay nhiém mé *  Ra& sodt va tién hanh cai dgt phdn mém EDR trén 100% mdy chu,
doc maAy tram dé phat hién cdc hanh vi bat thudng (cdc tién trinh bét
thudng, khéng duoc phép thuc thi trén mdy chd, mdy tram)

B e g e e e B0l [ne thone) S| ERl e g s a2

+  Xem xét phuong an trién khai IPS/IDS dé phat hién hanh vi bét
thuéng trén hé théng mang
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2.4. Giam thiéu rui ro nhiém ma déc
Initial Access Vector: Precursor Malware Infection

Phong ngira Thu thép log t@p trung phuc vu | » 100% mdy chu va céc thiét bi quan trong dugc tich hop va day
Iay nhiém ma | cho diéu tra trong trudng hop log vé hé théng SIEM nhdm phdt hién sém céc hanh vi bat thudng
déc cb sucd hodc phuc vu céng tdc diéu tra sé.

Sdn tim mai de
doa trén hé
théng

Compromise assessment/ * Chu ddng sdn tim ddu hiéu may chu bi tdn céng, cb lap va xu ly
Threathunt Dinh ky sdm ddi véi mdy chu bi l1dy nhiém mé déc

2.5. Giam thiéu rui ro tir ddi tac cung cap dich vu
Initial Access Vector:
Third Parties and Managed Service Providers

* Xay dung ma trdn trach nhiém, xac dinh ré vai tro, nhiém vu cluia
ddi tdc cung cdp dich vu cho t6 chic, doanh nghiép.

Xdc dinh ré vai tro va trach
nhiém cua déi tac khixayrasy |+ Xdac dinh mic d6 dén bu thiét hai khi su cé xdy ra
Quanlyruiro |c8ATTT
tur déi tac cung
cdp dich vu
cho té chiic +  Cdc bén thir ba vat MSP chi duge phép truy cép vao cdc thiét bj
Phan quyén téi thidu cho dsi v& mdy chi ndm trong vai trod hodic trach nhiém cua ho.

+ Ban hanh tiéu chudn ATTT ma d6i tac bdt budc phai tudn thu, t&
chuc kiém tra mic d6 tudn thi cua déi tdac.

tdc cung cdp dich vy +  D&itdc dugc cp phdat tai khodn theo ding vai trd, chic ndng

cua ho.

Nguén tham chiéu théng tin:
e https://www.cisa.gov/sites/default/files/2023-10/StopRansomware-Guide-508C-v3_1.pdf
e https://www.cisa.gov/sites/default/files/2023-03/CISA_CPG _REPORT v1.0.1_ FINAL.pdf

A

b




FPTIS - DOI TAC TIN CAY _

VE AN NINH AN TOAN THONG TIN
cho hé théng cong nghé thong tin

cua té chuc, doanh nghiép

Giam sat va phan ung su c6 ATTT

L [0)¢ +90% 85%

Thai gian phdn hai Rui ro trén cdc Endpoint Do bao phu ma trdn
(MTTR) todn thai gian vector tdn cdng mang
(MITRE ATT & CK®)

Piéu hanh An ninh mang tép trung

Canh bdo bao mat < 3 0 i Phan héi su cd ké tir khi su
chinh xdc va sém nhat phat cé bdo mat duge xac nhan

o Thoi gian ghi nhéan vGi muc nghiém trong nhat
99 /o sucd (TTA)

<1 gio

Giai phap bao mét do FPT IS phat trién:
* FPT.EagleEye malBot - Phdn mém phdat hién va giam sat bdo mét 16p mang - NTA
* FPT.EagleEye mGuard - Phdn mém gidm sat va quan ly sy kién an ninh tdp trung - SIEM

Dich vu bao mat:

* Tuvan tudn thu Bao mat chuan quéc té ISO27001, PCI DSS
* Tuvdn va trién khai ha tdng bao mat

 Dich vu kiém thir xdm nhép - Pentest

* Dich vu ddnh gid Bao mat ha téng - VA

+ Dich vy Audit va t&i uu hg tdng network & security

* Dich vu Threat Hunting — S&n tim ma&i nguy, san tim mé& doc

Dich vu Giam sat an toan théng tin (CSOC)

* FPT.EagleEye MDR - Dich vu giadm sat an toan thong tin [6p Endpoint (danh cho
doanh nghiép vira va nho)

* FPT.EagleEye mSOC - Dich vu Gidm sat an toan thong tin 24/7 mSOC

. AN
Sp'Unk> Radar FPT.EagleEye mGuard

PLATFORM

reat Protection
AUTO-
i MATION
/S Microsoft amazon -
Azure webservices

alnl o Check Point

CISCO SOFTWARE TECHNOLOGIES LTD

BIG DATA
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VE AN NINH AN TOAN THONG TIN

Sat canh cung t6 chirc, doanh nghiép
chuyén d6i s6 an todan

el —0 \ 7
e /o ~ -
BE it )
Cam két c6 mdt trong Bdo cdo thaoi gian thuc Phat hién cdnh bdo,
vong 1gio sau khi phat todin bd tién trinh véi céng xu ly ngay
hién su c8 dé cung xur ly thoéng tin tryuc tuyén
Z ©
Ung dung ¢6ng nghé Chuyén gia bao mat duoc Giam sat 24/7
phong vé an ninh mang chung nhén chudn quéc té

tién tién nhat thé gisi

BO LAD BONG - THUONG BINH VA XA HOI

¢ TPBank

Vietcombank Vi chiing (61 i ban

. W ,
Vietlott '.‘ ‘ LOTTE FINANCE
AGRIBANK

Céng ty TNHH FPT IS

9 Tru s&: S6 10 phé Pham Van Bach, Phudng Dich Vong, Qudn Cau Gidy,
TP. Ha Noi, Viét Nam
Vén phong Ha Néi: Tang 22 tda nha Keangnam Landmark72, E6
dudng Pham Hung, Phudng Mé Tri, Quan Nam Tu Liém, TP. Ha Noi,
Viét Nam
Chi nhanh TP. H6 Chi Minh: L6 B3, Buéng Sdang tao, Khu E-Office, Khu
ché xudt Tan Thudn, Phudng Tan Thudn Déng, Quén 7, TP. H6 Chi
Minh, Viét Nam

024 3562 6000 - 024 7300 7373

[

contact@fpt.com
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fpt-is.com



